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Introduction

Compliance Instrument Tracking System Service User Guide

1.0 Introduction

The Compliance Instrument Tracking System Service (CITSS) User Guide has been
developed to support individuals and entity representatives that are participating in
California’s Cap-and-Trade Program as they complete activities in the CITSS. The
CITSS is a market tracking system that will support the implementation of California’s
and other jurisdictions’ greenhouse gas (GHG) cap-and-trade programs. The CITSS
provides accounts for market participants to hold and retire compliance instruments and
to participate in transactions of compliance instruments with other account holders. The
CITSS will be used to: record ownership of compliance instruments and information
related to accounts; enable and record compliance instrument transfers; facilitate
compliance verification; and support market oversight through the collection of relevant
information.

This CITSS User Guide has been organized in volumes specific to the types of activities
that users may conduct in the CITSS. As of October 2012, there are three volumes in
the CITSS User Guide, as listed here:

Volume | User Registration and Profile Management
Volume Il Account Application and Account Management
Volume Il Conducting Transfers in the CITSS

Additional volumes and updated versions will be released as needed.

If you have any questions about California’s Cap-and-Trade Program, including the
Cap-and Trade Regulation (Regulation), please refer to the California Air Resources
Board (ARB) cap-and-trade website at:
http://www.arb.ca.gov/cc/capandtrade/capandtrade.htm.

For assistance with the CITSS, please contact the CITSS Help Desk at (916) 324-7659
or CACITSSHelpDesk@arb.ca.gov.

California Environmental Protection Agency

Vol. | - Page 1 October 2012 ©E Air Resources Board



http://www.arb.ca.gov/cc/capandtrade/capandtrade.htm
mailto:CACITSSHelpDesk@arb.ca.gov

Introduction

1.1 Accessing the CITSS

The CITSS can be accessed at https://www.wci-citss.org/.

You can also find links to access the CITSS through the ARB website, at:
http://www.arb.ca.gov/cc/capandtrade/markettrackingsystem/markettrackingsystem.htm.

The CITSS Home Page is the point of entry for any action in the CITSS. If you have an
approved User ID, you will click Login and enter your personal access data to gain
access to your User profile and your associated accounts. If you are new to the CITSS,
you will click “User Registration” to complete the registration process.

General Guidelines:

e The CITSS is compatible with all major Internet browsers, but certain functions
will operate with slight differences, depending on the browser.

e As a security measure, delete your browser history if multiple people can access
the same computer used to create the CITSS account.

e The CITSS is typically available for access 24 hours a day, 7 days a week
(except for periodic maintenance).

e The California CITSS Help Desk is accessible for messages 24 hours a day, 7
days a week. The Help Desk is staffed on normal California state work days;
typically Monday through Friday, 7:30 a.m. through 5:00 p.m.
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Introduction

1.2 CITSS User Registration and Account Application Process

To participate in California’s Cap-and-Trade Program, an individual or entity must have
a CITSS account or set of accounts to hold, transfer, and retire compliance instruments.
More information on the types of accounts is found in Volume Il of the CITSS User
Guide. To obtain CITSS account(s), an individual or entity must complete user
registration for at least two representatives and subsequently complete the account
application. Figure 1 provides an overview of the process.

1. Complete User Registration to receive CITSS User IDs. All individuals who
will be representatives on an individual or entity’s account(s) must complete user
registration to receive an approved CITSS User ID. Except for a general market
participant applying as an individual, an account must have at least two
representatives: the Primary Account Representative (PAR) and an Alternate
Account Representative (AAR). Both representatives must complete user
registration before an account application can be completed in the CITSS.

To complete user registration, an individual provides information in the CITSS
and subsequently submits hard-copy documentation. At the end of the electronic
submission, the CITSS provides three forms that are printed to support submittal
of the additional information and required documentation. Every individual
requesting CITSS user registration must meet Know-Your-Customer
requirements that involve the verification of personally identifiable information.
CITSS user registration is subject to review and approval by ARB, and User IDs
are only issued to natural persons, not entities. CITSS User Registration is
covered in this volume, Volume | of the CITSS User Guide.

2. Submit an Account Application. After an individual has been approved as a
CITSS User and the User ID is active, that individual will be able to apply for
accounts on behalf of an entity or individual that has authorized them to do so.
Creating an account to hold compliance instruments in the CITSS includes
completing an electronic application in the CITSS and mailing required
information and attestations to the California Registrar. After completing the
electronic Account Application, the CITSS provides three forms that are printed
to support submittal of the additional information and attestations. The forms
require the signatures of the PAR, the AAR(s), and an officer or director of the
entity. CITSS account applications are subject to review and approval by ARB.
Account Application is covered in Volume Il of the CITSS User Guide
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Introduction

Figure 1 — User Registration and Account Application Illustration
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User Registration Overview

2.0 User Registration Overview

All individuals that will take action in the CITSS must first complete user registration and
receive an approved CITSS User ID. Following approval of user registration, an
individual can access the CITSS with the User ID to apply for, manage, or view
accounts held by covered entities, opt-in entities, and general market participants. The
following is a list of basic requirements for each User ID:

e User IDs are only issued to natural persons, not entities.

e Each natural person may have only one User ID in the CITSS.

e A User ID is required for logging into the system and ties the access to an
identifiable person, not to a position.

e A User ID is required for anyone to act upon or view any data in the CITSS or
submit an account application on behalf of an entity or an individual that has
authorized them to do so.

e User ID applicants must sign a “terms of use” declaration and have their identity
documentation confirmed before approval.

When registering for a CITSS User ID, individuals are not required to identify the role
they will serve on an entity or individual’s accounts, but it is helpful to understand the
potential roles an individual may fill. On any CITSS account or set of accounts, the
following roles exist:

Primary and Alternate Account Representatives

Account Representatives are individuals with the authority to represent the entity in
the CITSS. The Account Representatives can edit entity information, propose to
change representatives, and report the transfer of compliance instruments. Except
for individual general market participant accounts, each account must have at least
two representatives, the Primary Account Representative (PAR) and one Alternate
Account Representative (AAR). Individual general market participant accounts only
require a PAR but are allowed to designate AARs if they choose. All accounts may
have up to four AARs. The PAR and the AARs must be different individuals and
must have active CITSS User IDs.

Account Viewing Agents

Account Viewing Agents (AVASs) are individuals with the capability to view the entity
registration, account holdings, and transfer data in the CITSS. AVAs cannot edit
entity information, propose to change representatives, or report the transfer of
compliance instruments. Each account may have up to five AVAs.

On any one entity’s accounts, a user may not be assigned multiple roles. A user may
be assigned different roles on different entities’ accounts (for instance, a user may be a
PAR on one entity’s account and be an AVA on an account held by a different entity).
AVAs are added after an account application has been approved.

California Environmental Protection Agency
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User Registration Overview

2.1 Preparing for CITSS Registration

To help you prepare the information required for CITSS user registration, a summary is
provided below.
User Registration Online Data Entry
Each applicant will provide the following in the CITSS online system:
e Name
e Date of Birth
e Addresses (mailing and primary residence)
e Employer name, contact information, and address
e Telephone numbers and email address
e Requested username, password, and security questions

User Reqistration Forms and Documentation

To complete the CITSS user registration, each individual will print three (3) forms that
are generated in the CITSS after submitting the online data. The first form provides a
checklist and the California Registrar’s address for the individual’s reference. The

second and third forms must be completed and submitted as directed. The forms are:

1. User Registration Checklist (for your reference)
2. User Registration Form (review, sign, and submit)
3. Proof-of-ldentity Form (complete, attach hard-copy documentation, and submit)

The following describes the hard-copy documentation that is required to complete the
Proof-of-ldentity Form.

e To provide documentation of your name, primary residence address, and date of
birth, as well as photographic evidence of your identity, acceptable forms of
documentation include photocopies of a valid driver’s license, identity card,
passport, or other government-issued identity document that includes the
required information. Multiple documents may be necessary to document all
required information.

e To provide documentation of your employer’s name and address, and contact
information for a supervisor, acceptable forms of documentation include an
employment verification letter containing all information, or photocopies of a
recent paycheck with your employer name and address clearly printed and
contact information for a supervisor. Information such as pay, benefits, and
Social Security number may be redacted from this documentation, if included.

e To provide documentation of an open bank account, acceptable forms of
documentation include photocopies of a recent bank statement, a letter from the
bank documenting an open bank account, or a voided check from an open bank
account in your name. Information such as balances and transactions may be
redacted from this documentation, if included.

Your Proof-of-ldentity Documentation must be notarized by a notary public no more than
three months prior to submittal. To notarize your Proof-of-ldentity Documentation, ARB
recommends that you request a jurat from a notary public.

California Environmental Protection Agency
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2.2 Covered and Opt-in Entity KYC Documentation Options

Covered entities and opt-in covered entities have two (2) options for submitting the
required KYC documentation for their employees that are completing user registration in
the CITSS and will act as representatives for the covered or opt-in entity (see below).
Employees should work with the appropriate entity representatives to decide which
option will be completed. A brief, general description of the options follows:

Option 1: Each individual submits all forms and documentation to ARB as
described on the registration forms and in Section 3.3 of this guide.

Option 2: The employees of the entity will submit their User Registration Form,
Proof-of-ldentity Form, and identity documentation to a representative of the
entity. The entity will maintain the Proof-of-ldentity Form and all proof-of-identity
documentation for its employees and submit to ARB the User Registration Forms
for each employee and the following additional attestations:

1. Know-Your-Customer Compliance Documentation with Covered Entity
Attestation Form

2. Know-Your-Customer Compliance Documentation with Individual
Attestation Form (complete one for each employee)

ARB retains the right to review the original documentation at any time.

Complete guidance and all necessary forms are available on the ARB website in the
document, Know-Your-Customer Documentation Options for Individuals Registering in
the CITSS. The options are also discussed in more detail in Section 3.3.1, on page 37
of this guide.
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Completing CITSS Registration

3.0 Completing CITSS User Registration

CITSS user registration requires individuals to provide information online in the CITSS,
accept the CITSS Terms and Conditions, and provide hard-copy documentation to
support verification of data provided and KYC checks. Hard-copy documentation must
be signed, notarized, and transmitted to ARB for review. Upon receipt of complete
electronic information and hard-copy documentation, ARB will review the information
and either approve or deny an individual’s user registration. ARB will notify the
applicant via email if their request was approved, denied, or if further information is
required. If approved, an individual only needs to complete the CITSS User ID
registration process once. The following section summarizes all the steps necessary to
complete user registration.

General Data Entry Guidelines

e Use of your browser's BACK command may terminate your secure session and
can result in a loss of data. Use the navigation buttons in the CITSS to move
through the pages.

e Within the CITSS, switching between English and French will cause the
application to return to the home screen and any information entered during that
session may be lost.

3.1 Entering Electronic Data

To start a new CITSS user registration, an individual will access the online entry
by taking the following steps:

STEP 1 Access the CITSS Home Page through the link provided. The CITSS
Home Page, illustrated in Figure 2, is the starting point for user registration.
All CITSS users should read the introduction and notices provided on this

page.

STEP 2 To start a new CITSS User Registration, Click “User Registration” on the
left navigation menu. You will be directed to the CITSS User Registration
Page, which provides an overview of the User Registration process before
you begin. The CITSS is for use by authorized users. Use is monitored and
may be restricted at any time. Use of this system, authorized or
unauthorized, constitutes consent to monitoring and information retrieval. By
accessing this system you are acknowledging and consenting to these terms
and conditions. Leave this site if you do not agree to the conditions in the
notice provided on this page.

STEP 3 On the CITSS User Registration Page. Read the instructions and
notices and click “Continue.” See Figure 3.

California Environmental Protection Agency
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Completing CITSS Registration

Figure 2 — CITSS Home Page

W, Inc English - Francais

Welcome to WCI CITSS

The Compliance Instrument Tracking System Service (CITSS) is a management and tracking system for accounts and compliance instruments issued

User Registration through participating Western Climate Initiative cap-and-trade programs. The CITSS is administered by the Western Climate Initiative, Inc. (WCI, Inc.). The
CITSS tracks compliance instruments (emissions allowances and offsets) from the point of issuance by jurizdictional governments, to ownership, transfer by
regulaied greenhouse gas emitiers and other voluntary or general market participants, and to final compliance retirement.

CITSS is designed to simplify the participation in the cap-and-trade program for all program participants, jurisdiction staff, and any contractors involved in
implementing cap-and-trade programs within pariicipating jurisdictions

Notice: The CITSS is for use by authorized users. Use is monifored and may be restricted af any time. Confidential information may not be accessed or used
without suthorization. Unauthorized or improper use of this system may result in administrative, civil, or criminal penalties. Use of this system, authorized or
unauthorized, constitutes consent to monitaring and information refrieval. By accessing this system you are acknowledging and consenting to these terms and
conditions. Leave this sife immediately if you are not an authonzed user or do nof agree to the condifions in this notice.

Guidelines for Use:
The CITSS will time-out and terminate a session after five minutes of user inactivity.
Use of your browser's BACK command may terminate your secure session and/or result in loss of data.

Within the CITSS. switching between English and French will cause the application to return to the home screen and any information entered during that
session may be lost.

To begin using CITSS, either login with your registered CITSS User ID and password or, if you are not yet regi , you may
Registration form.

plete the User

Figure 3 — CITSS User Registration Page

English - Francais

User Registration
Login

Home An approved User ID is required to access CITSS.

User Registration
To register for a User ID, you must complete the following steps:

. Complete the online CITSS User Registration Form.

. Accept the User Registration Terms and Conditions.

. Print and sign the User Registration Form.

. Print and complete the Proof of |dentity Form and documents.

. Mail the signed User Reqistration Form and Proof of Identity Form and documents to your Jurisdiction Registrar for approval.

[ T

Your Jurisdiction Registrar will review your forms and documentation and approve or deny your user registration application. Once you receive email
notification from the Jurisdiction Registrar of being approved as a user in the CITSS, you will be able to log into the system with your User ID and Password.

Applications for compliance instrument accounts may only be completed by persons with approved CITSS User IDs. Access as a representative to existing
compliance instrument accounts may only be given to persons with an approved CITSS User ID.

A person must have an approved User ID in the CITSS to open compliance instrument accounts, or to perform any actions in the system.

Notice: The CITSS is for use by authorized users. Use is monifored andfor may be restricted af any time. Confi jal inft tion may not be d or
used without authorization. Unauthorized or improper use of this system may resuit in administrative, civii, and/or criminal penalties. Use of this system,
authorized or unauthorized, constitutes consent fo monitoring and information retrieval. By accessing this system you are acknowledging and consenting fo
these terms and conditions Leave this site immediately if you are nof an authonized user or do not agree fo the conditions in this nofice

California Environmental Protection Agency

Vol. | - Page 9 October 2012 ©E Air Resources Board



http://www.arb.ca.gov/
http://www.arb.ca.gov/
http://www.arb.ca.gov/
http://www.arb.ca.gov/

Completing CITSS Registration

3.1.1 User Registration (Data Entry) Page

The User Registration form (Figure 4) is now displayed. Use this form to provide the
electronic portion of the registration data.

Fields required for registration are indicated by an asterisk (*). Due to the length of the

screen, this guide has divided the description of the data entry in the Registration Form

into three sections: personal and contact information (upper portion), addresses (middle
portion), and login/security information (lower portion).

Personal and Contact Information

The upper portion of the User Registration form is where the registrant will provide
personal and contact information. Required fields include: first name, last name, date of
birth, telephone, email, and correspondence language. The registrant will be submitting
hard-copy documentation to verify some of this data.

STEP 1 Intheindividual name fields, enter your legal name. First and Last name
are required fields. Enter verifiable data, such as using your full legal name
rather than a nickname, in all required fields. All hard-copy documentation
will be compared to the data entered. If your name has changed since your
ID documents were issued, there are options available to document the
change. These options are discussed in section 3.3.2 of this volume of the
User Guide.

STEP 2 Enter your date of birth using the drop-down menus. A commonly
encountered error has been individuals accidentally selecting the wrong drop-
down selections, especially in the year. Verify that you have selected the
proper drop-down options.

STEP 3 Enter your job title, employer, and the department in which you work.
Employment information is not required in the online data entry, but hard-copy
documentation of employment is required for CITSS registration.

STEP 4 Enter a primary contact telephone number for communication related to
the CITSS, including compliance account actions. Telephone numbers
must be entered with numbers only—no spaces, dashes, or parentheses.

STEP 5 Enter a mobile phone number and/or fax number. This entry is not
required, but may be used if you cannot be reached at your primary number.

STEP 6 Enter an email address. This email address will be the primary
communication point for all correspondence related to your CITSS registration
and any of your associated compliance instrument accounts. Each CITSS
User ID registration must be associated with a unique email address. No two
registrations can use the same email address.

STEP 7 Choose a correspondence language from the drop-down menu. Itis best
for California participants to select English as the correspondence language.
French has been developed primarily to support CITSS use by individuals in
other jurisdictions’ cap-and-trade programs.
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Figure 4 — User Registration Form

English * Francgais

Login
Home
User Registration

User Registration

Caompletion of the following form is required fo obtain a User ID.
Information collected on this form is used to administer the cap-and-trade program.

After completing this form, pressing the "Register” button at the bottom of the form will take you to the Terms and Conditions. Upon acceptance of the Terms
and Conditions. your regi i lion and are i to the Jurisdiction Registrar. The ion must be
supported by printed copies and additional proof of idenfity documents that are mailed to the Registrar for approval. ¥ou will be provided instructions on what
to do when you complete the Terms and Conditions.

= Require:

Salutation
First Name
Middle Name
Last Name

Suffix

Job Title

Organization
Department

Telephone
(example: 9163247659)

Telephone Ext.
Mobile Telephone

Fax Number
(example: 9163247659)

Email

Email Language Preference

Primary Residence

Street1

Street 2

city b

State/Province b
Postal Code = ]
Country -

Mailing Address

Use Primary Residence for
Mailing Address

Street 1
Street 2
City *
State/Province
Postal Code *

Country *

Login Information

Jurisdiction “ o [-gelect-  [+]
User D = ]
Password *

Confirm Password *

Security Questions
Question 1 “ |- Select -

Answer 1

Question 2 * |- select—

Answer 2

Question 3 # |- Select~
Answer 3

Register j
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Completing CITSS Registration

Addresses

The middle portion of the User Registration form (Figure 5) consists of the users’
“Primary Residence” and “Mailing Address.”

STEP 1

STEP 2
STEP 3

STEP 4

Enter your primary residence address, street, and city. The address
entered here is the individual’s residence address. DO NOT ENTER YOUR
BUSINESS ADDRESS. P.O. Boxes are not allowed. The information will be
verified against the hard-copy documentation provided and through KYC
checks, and it must therefore reflect the current residence address.

Note: If you are an employee of a covered or opt-in entity that has chosen to
complete Option 2 for submittal of KYC information, described in Section
3.3.1, you are permitted to enter your business address in these fields.

P.O. Boxes are still not permitted.

Choose the State/Province from the drop-down list provided.

Enter your Postal Code. A dash can be entered in the postal code if needed
to indicate an extension.

Enter the Country of your residence, choosing from the drop-down list
provided.

Your next entry depends on whether or not you want to receive mail at your residence
address entered above or at a different address, such as a P.O. Box or your business

address.

STEP 5a If your mailing address will be exactly the same as your primary

residence address, click the box at the top of the mailing address entry.
If selected, you will not be able to enter data in the mailing address fields.

STEP 5b If you choose to designate a separate mailing address for written

correspondence related to the CITSS, enter that address following the
same process as STEPS 1 through 4 above.

California Environmental Protection Agency
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Figure 5 — User Registration Page (middle portion)

Street 1

Street 2

City
State/Province
Postal Code

Country

Mailing Address

Mailing Address
Street 1

Street 2

City
State/Province
Postal Code

Country

Primary Residence

Use Primary Residence for

123 Mainstreet

AnyTown

California ]
12345

United States [+ |
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Login and Security Information

A1

The lower portion of the User Registration form (Figure 6) includes required’ “Login
Information” and user-selected “Security Questions.” All fields are required. Each user
will create a User ID and password and will also choose three security questions and
provide unique answers for each question. The security questions are only used in the
event that a user forgets his or her password. CITSS support staff will not have access
to passwords or security questions.

STEP 1 For Jurisdiction, choose California from the drop-down list as the
jurisdiction in which you are participating. Individuals registering for
participation in California’s program select California as the jurisdiction.

STEP 2 Enter a self-selected User ID. The User ID is self-selected, must be at least
six characters long, and is not case sensitive. User IDs can contain numbers
and special characters but cannot contain spaces.

CITSS User IDs must be unique, so if you select a User ID that has already
been requested, you will be asked to submit a different User ID. If a CITSS
user registration is denied, the User ID will be disabled and cannot be used
again in a new application.

STEP 3 Enter a self-selected password. Passwords must be at least eight
characters and must contain one uppercase letter, one lowercase letter, and
one number.

STEP 4 Re-enter your password to confirm.

STEP 5 In each of the three security question fields, choose a security question
from the drop-down list provided and enter a unique answer to each
selected question. Answers to the security questions must be at least three
characters long and are case sensitive. Each answer must be unique, so an
answer cannot be the same as one that was entered for either of the other
two security questions.

You have now completed all the online data entry necessary for the CITSS User
registration. Before clicking the “register” button, review all the answers provided. You
will not be able to change any data entries after the “Register” button has been
selected.

STEP 6 Review all entries in the form.
STEP 7 Click on the “Register” button to submit the data.

California Environmental Protection Agency
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Figure 6 — User Registration Page (lower portion)

Login Information
Jurisdiction

User D

Password

Confirm Password

Security Questions
GQuestion 1

Answer 1

Question 2

Answer 2

Question 3

Answer 3

California [=]
jtaylor
assasssan

In what city does your nearest sibling live?
Roseville

What is the middle name of your youngest child?
James

What is your preferred musical genre?

Jazz
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3.1.2 Submitting Data — Error Codes

If you have missed any required data fields or entered anything in an improper format,
when you enter Register, the registration page will not be submitted, and an error
message will be displayed at the top of the page. The error message will contain an
explanation of the data entry that needs to be added or corrected. You can correct the
highlighted fields; you will not need to re-enter all of the data.

In the example illustrated in Figure 7, aregistrant added dashes in the mobile
telephone entry. The steps to correct this are listed below as an example.

STEP 1 To fix this error, move the cursor to the mobile telephone field and
remove the dashes.

STEP 2 Click on the “Register” button to submit the registration.

Figure 7 — User Registration Page Error Message

CI I ss i English - Francais

Login
Home

User Registration

User Registration | @ Mobile phone number should be numbers only. Do not enter dashes or parenthesis

Completion of the following form is required to obtain a User ID.

Information collected on this form is used to administer the cap-and-trade program.

| After completing this form, pressing the "Register” button at the bottom of the form will take you to the Terms and Conditions. Upon accepiance of the Terms

and Conditions, your registration information and acceptance are electronically submitted to the Jurisdiction Registrar. The electronic submission must be
supporied by printed copies and additional proof of identity documents that are mailed to the Registrar for approval. Y¥ou will be provided instructions on what
to do when you complete the Terms and Conditions.

Salutation Mr.

First Name John

Middle Name c

Last Name Taylor

Suffix

Date of Birth 9 [=|[July 1978
Job Title Director

Organization Company B
Department Registration Department
Telephone 9154458279

(example: 9163247659)

Telephonadd =

Mobile Telephone @ 530-444-9909

Fax Numi 9154458299

{example: 9163247659)

Email jtaylor@email.com
Email Language Preference English |Z|

| Register |
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Completing CITSS Registration

3.1.3 Terms and Conditions

After the initial registration information is submitted, the “Terms and Conditions” page is
displayed (Figure 8). Each registrant must agree to the Terms and Conditions to submit
their user registration.

STEP 1 Read the “Terms and Conditions.”
STEP 2 Click the checkbox to accept the Terms and Conditions.
STEP 3 Click “Register.”

Upon acceptance of the Terms and Conditions, your registration information and
acceptance are electronically submitted to the California Registrar. The electronic
submission must be supported by printed Forms and additional proof-of-identity
documents that are mailed to the Registrar for approval.

This entry completes the online portion of User Registration. If you want to keep a copy
of the terms and conditions, a printed version will be included in one of the forms you
will print and sign during the second part of the registration process.

Figure 8 — Terms and Conditions Page

CITSS e

Terms and Conditions

EEMENT AND TERMS OF USE FOR THE

in addition to the limitations and restrictions

stems for which User does not have

mit material which may be deemed

"AS IS" BASIS, WITHOUT WARRANTIES OF ANY KIND.
T NOT LIMITED TO, ANY IMPLIED WARRANTY OF
OFTWARE, OR ANY WARRANTIES REGARDING THE

on any legal theary for damages of any kind arising from the
ity of such damages. The unavailability of, or problems with
o. or solcit performance of any activity that is cable Reguiation

ent

Ii not copy, reproduce or distribute, o allow any other

2.4 User further agrees that it willimmediately inform ARE or the CITSS administrator by emailing CACITSSHelpDesk@arb.ca.gov or calling at 916-324-7650 consent.
if any ofthe following occurs:
2. User observes any unauihorized access of misuse of CITSS;
b. User has any reason o believe that the security of their User ID, password, or security question(s) has been compromised; for the first time. The Agreement shall terminate upon
€. User has any reason to believe that weaknesses in computer security, including unexpected software or system behavior, may result in unintentienal T discontinuation of User's access to the CITSS, except that
disclosure of information or exposure to security threals Je this Agreement at any fime. subject to the exception that
2.4 User further agrees that
. User will maintain the securty of their GITSS User ID, password, and security questions for use of the CITSS
b. User will not disclose their CITSS User ID, password, and security questions information to anyone; alifornia. The failure of ARB to exercise or enforce any right
c. User will maintain n active email account listed in the CITSS at which User can receive important notfications of changes related to Users personal ion of this Agreement is found by a court of cempetent
information or transactions involving any general account or compliance account that User represents as a Primary Account Representative, Aliernate s’ intentions as reflected in the provisions, and the other
Account Representative, Account Viewing Agent, of other CITSS User;
. Any submission User makes using the CITSS has and wil have the same legal effect as if it were made in hardcopy form ceriified by User's
handwritten signature ation, including the California Cap on Greenhouse Gas
nflict with any provisien(s) in the applicable Reguiation(s),
251, at any time, User determines it is no longer able or willing to abide by the terms of this Agreement, User shall immediately cease all use of the CITSS
and promptiy notify ARB or the CITSS administrator in writing of its determination 5o that ARB or the CITSS administrator may formally suspend o revoke the
User's access to the CITSS e CITSS. There are no understandings, agreements or
T e T TS OTvaTE PrOg T e e o SPETT T TS FyresmenT—Tis Agreement may only be modified in a writing signed by

User and the Executive Officer of ihe ARB.

Accept Terms [V}

Register | | Cancel
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Completing CITSS Registration

3.1.4 Confirmation of Electronic Submittal/Access to Registration Forms

The “Registration Submitted” page will be displayed after the Terms and Conditions
have been accepted and the registration submitted. The “Registration Submitted” page
includes thel2-character User Reference Code (e.g., 83MBT8MGXJR8) specific to your
submitted User Registration. Figure 9 is an example of the “Registration Submitted”
page and highlights a sample User Reference Code.

The three navigation buttons in the middle of the page are used to access the forms—
the (1) User Registration Checklist, (2) User Registration Form, and (3) Proof-of-Identity
Form—that are provided to complete user registration. The User Registration Checklist
provides a summary of the information that must be completed and the address of the
California Registrar. The User Registration Form and the Proof-of-ldentity Form must
be completed, signed, and mailed to the California Registrar along with additional
required hard-copy documentation described on the Proof-of-ldentity Form.

IMPORTANT REMINDER: You must print the forms before you exit the CITSS.
You will not be able to return to the CITSS to access the forms. Blank forms are
available on the ARB website, but if using the blank forms, you will need to provide the
User Reference Code and fill in the data as it was entered in the CITSS to complete the
forms.

STEP 1 Click on each Form Button. Each form opens in a new browser tab.

STEP 2 Print each Form and then return to the Registration Submitted page by
navigating back to the original browser tab where the Registration Submitted
page is displayed. You can do this by either closing the tab that displays the
form or clicking on the tab for the Registration Submitted page.

STEP 3 Continue until all forms have been printed.

California Environmental Protection Agency
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Figure 9 — Registration Submitted Page

W(Cl, Inc English « Francgais

Registration Submitted
Login
Home
@ User registration successfully submitted.

our User Ked
MCEVRGIBFXZK,
The following butfons open a new browser window or tab with the forms that must be printed and mailed fo the Jurisdiction Registrar. Print each of these user
registration forms wsing your browser print function. After prinfing, you should close the window/ab {not your browser) to return fo this page.
e —

1. Print User Registration Checklist | | 2. Print User Registration Form | | 3. Print Proof of Ident®

‘You must mail the User Registration Checklist, e User R eqT o oo Coy O e TETe 2nd Condinons, and the Proof of Identity Form and
documents to the Jurisdiction Registrar. You must provide an original signature on the Registration Form with the Terms and Conditions and Proof of Identity
Form and documents. If the information provided is inaccurate or incomplete, or the Jurisdiction Registrar cannot verify receipt of all hard copy documents,
your user application will be denied.

User Registration

ion form has been electronically submitted to the Jurisdiction Registrar. Your application has been assigned User Reference Code:
lease keep this number in a safe place as it is the unique identifier of your user application

Should you have any questions regarding your user registration application, you may centact the CITSS Help Desk for your Jurisdiction. Please have your
User Reference Code available to expedite service.

California Help Desk:
Email: CACITSSHelpDeski@arb.ca.gov
FPhone number: 916-324-7658

The Jurisdiction Registrar will notify you of any changes fo the status of your user registration application at the email address that you provided in your
registration. After being approved as a user in the CITSS, you will be able to log into the system with your chosen User ID and Password.

Important Reminder: You must print, complete, sign, and mail the User
Registration Checklist, the User Registration Form and Proof of Identity
Form to obtain a User ID in the CITSS.

‘ Email - After the terms and conditions have been accepted and the
registration submitted, email confirmation of the submittal will be sent to the
email address provided in the application.

California Environmental Protection Agency
Air Resources Board

Vol. | - Page 19 October 2012


http://www.arb.ca.gov/
http://www.arb.ca.gov/
http://www.arb.ca.gov/
http://www.arb.ca.gov/

Completing CITSS Registration

This page left blank intentionally.

California Environmental Protection Agency

Vol. | - Page 20 October 2012 ©E Air Resources Board




Completing CITSS Registration

3.2 Completing Required Forms and Documentation

Following submittal of the online portion of user registration, the California Registrar will
be notified that an electronic user registration submittal has been received. The
Registrar will not review this submittal until all forms and hard-copy documentation have
been received and verified to be complete.

The three forms have been provided for your convenience, to submit all required
information. If you lose the forms or forget to print them before exiting the CITSS, you
can use the blank forms available on the ARB cap-and-trade website to complete your
registration submittal.

NOTE: DO NOT submit forms using the blank forms prior to submitting the online
portion of the CITSS user registration.

3.2.1 User Registration Checklist

The first of the three forms is the “#1 User Registration Checklist.” Figure 10 is an
example of the printed version of this form.

e The User Registration Checklist includes the 12-digit User Reference Code
assigned to your User ID. The User Reference Code will be used to identify your
registration and will be used to associate you with accounts.

e The User Registration Checklist provides a reference of the documents that must
be completed by the registrant and the mailing address for submitting all forms
and hard-copy documentation.

e A sample User Registration Checklist is located in Appendix A.

Figure 10 — User Registration Checklist

CITSS User Registration Checklist Page 1 of |

I I Compliance Instrument
Tracking System Sarvice

#1 User Registration Checklist

Print this form (page) using your browser print function. Aftar printing. you should close this windowditab (not your browser) to
retum to the CITSS application

CITSS User Reference Code #:

To finish user registration, you must complate the following steps:
[ Prinvsign the User Registration Form (Butten 2)
[ Comglets snd notrize B Proof of Igentity Form snd decuments (Sullon 3], snd,

[ Wil all documents {this checklist. the signed User Registration Ferm, and nofarized Proof of Idenlity Form and

documents) to the Jurisdiction Registrar at the address below

Mail the completed forms to:
Caifornia ARB
Atn: The CITSS User Registration
1001 | Street, Bth Floor
Sacramento, CA 85814

‘You must have an approved User ID in the CITSS to perform any actions in the system. Once you recaive emall notification
from the Jurisdiction Registrar of being approved as & usar in the GITSS, you will be able to log inta the system with your
chasen User 10 and password,

Rewision: 3202012
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3.2.2 User Registration Form

The second of the three forms is the “#2 User Registration Form.” Figure 11 is an
example of the printed version of this form.

e You must print, sign (an original signature is required), and mail this form to the
California Registrar.
e ARB recommends that you keep a copy of this form in a secure location.
e The User Registration Form includes the following:
o User Registration information that was entered into the CITSS, except
your password and security questions.
o The User ID you entered during registration.
o The 12-digit User Reference Code assigned to your User ID.
o The Terms and Conditions that you accepted electronically in the CITSS.
e If you have made any errors in the online portion of the user registration, you can

use this form to correct the information by lining through the errors, entering
corrected information next to the lined out entries, initialing your entries, signing
and submitting the original form to the address provided on the User Registration

Checklist.

e A sample User Registration Form is located in Appendix A.

Figure 11 — User Registration Form (printed)

CITSS User Registration Form Page 1 of 4

I I Compliance Instrument
Tracking System Service

#2 User Registration Form

Print this form (page) using your browser print function. Afler priniing, you should ciose this windowtab (nof your browser) 1o
Feltm 10 1he CITSS apphicalion where you can select the prnt windows for the Checklist Form, User Registration Fomm, and
Proof of identity Form.

CITSS User Reference Gode #:

This form presents the user registration information and the Terms and Conditions that you electronically accepted. Yeu must
i n odginal signature is required), and mall this form 1o the Jurisdiction Reaistrar along with the notarized Proof of
Identity Form and ts. These documents will be reviewed and matched with your electranic submissian. If the
information prowi T inaccurate or incomplets, or the Jurisdiction Registrar cannot verify receipt of all hard copy documants,
your user application will be denied.

User Information Primary Residence

Salutation Stroat 1
First Name Street 2

Middle Name City

Last Name StateiProvinee
Suffix Pastal Code

Date of Birth Country

Job Title

Organization Mailing Address
Dopartment Street 1

Telephone {example: 5163247688) Street 2

Telephone Ext. City

Mobile Telephone State/Province

Fax Number (example: FPostal Code
9163247659) Country

Email
Email Language Preference

Login Infarmation
Jurisdiction

User ID

User Reference Code

Page 2 of 4

IS AGREEMENT

to the tarms and conditions set forth in this
eritin order to access the CITSS application.
. civil or criminal prosecution under state,

d each registered Calfomia user of
the terms of use of CITSS. ARE provides
ding comgliance instrument, User

as set forth below in greater detail

the terms and conditions set farth in this
jorld-wide-wab or the internet al limes when

distribute any or all parts of the CITSS
Jersd L insstaall, rum o pperate CITSS un

aterials that User provides to ARB or WG,
with ARB's raquiremants for the complianca
ssion and Markel-Based Compliance
s 98000 &t sq.).

apalicable Regulation(s) and may disclose
gal process, o to the extent that disclosure

hection to prevent a person other than the
at these security features depend an User

tands iges that despite
unautharized accass could oceur and in the

of information, data, text or other materials

offered by third parties for purposes of
o access CITSS does not relieve the user of
n properly submitied 1o ARB and received by
Jeen submitted.

lass of electronic information, data, text, or

s not excuse User from the requirements in

d by the following restrictions, in addition to

sers,

Page 3 of 4

€. or programs contained on syslems for

lly accass, craale, starg or ansmit malerial
onding 1o local, state, provincial, of federal

rising. unauthorized fund raising. or solicit
law,

1 any provisions of this Agreement,

ator by emailing
oours

, or security questian(s) has besn

Jluding unexpected software o system
to security threats.

irity questions for use of the CIT33;

s information to anyone;

|er can receive important notifications of

by general account or comphiance acaount
unt Representative, Account Viewing Agent,

legal effect as if it ware made in hardcopy

Jerms of this Agreement. User shall
in writing of its s0

Page 4 of 4

|iser on any legal theory for
WCI, Inc. has been advised of
s not excuse User from the

d shall not copy, reproduce o
n part, without ARB's prior written

ITSS for the first tme. The
groement or upon ather
survive any termination of this
rception that Sactions 3, 4 and §

of California. The failure of ARB
such right or provision. |f any
jes agree that the court should
rovisions of the Agreement

Reguiation, including the
any part of this Agreement is
Jonis) shall cantrol

of the CITSS. There are no
not specified in this Agreement
f the ARB.

faccess to the CITSS

ILABLE ON AN "AS IS” BASIS, WITHOUT
TIES, FXPRESS OR IMPLIED, INGLLIDING,
R FITNESS FOR A PARTICULAR PURPOSE
['HE CONTENTS OR ACCURACY OF THE
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3.2.3 Proof-of-ldentity Form
The third form is the “#3 Proof-of-ldentity Form” (Figure 12). The Proof-of-ldentity Form

must be completed, signed, and submitted along with the documentation of personal

identification data described in the form. The information and documentation support
the completion of required Know-Your-Customer (KYC) processes. The form includes a

description of the acceptable forms of hard-copy documentation that can be submitted.

A sample Proof-of-ldentity Form is located in Appendix A.

The completion of this form and the documentation required is described in detail on the

next few pages. All data entered electronically in the CITSS must match the hard-

Figure 12 — Proof-of-ldentity Form

CITSS Proof of Identity Form

CITSS impoeromer
Tracking System Service

Page 10f3

#3 Proof of Identity Form

Fiint this form (nage) wsing your Arowser print festion. Aer prinng, you should ohose i windowstal (not your Arowsed) to
retum o the CATSS anpication whers you can select the print windaws i te Chechlist Form | User Registration Fomr, amd
Prood of ety Fom

CITSS User Referance Code #:

“ou must complete this form and include the supporting document listed below and on the User Registration C hecklistto
receive scoese to CITSS. All document mustbe submitted in English.

Section 1.0 Proof ofldentity Documentation:
“You must provide documentation of the follaming to complete this Praof of [dentity Form:

a Your name
. Your date ofbirth

“our driver's license number (i Esued) or your passport number (if issued)
d. A govemment-ssued document providing photographic evidence of your identity

Arceptabie bm s of J e 5 &4 inei fes o 2 v i witr 2
expiation date (imkiding drvers loense), or photooopies of 2 waikd passpor

e Your primary residert address

Ancegtaiie s of docum eatabion for e e imlude phattoagies of a vald dentity cand with an expiration
date dnokude drivects lioerse), amyother gowera ent-issued Henbily dooum et cortaining your priaary
adldress, o any other dooument thatis custom arly accepied i e Sk of Calfmia 25 @ deme of your
i ary resiese.

4. Your employer name, address, and contact infarmaton

Aoveptatie hm s of documentation forfem 7. inckdle photoopies of arecent aaychec wil your am ko yer
fae aml addrss cleary iated, of A em ployient veitication letter comaining the nan e of the smploper,
address, ard contctimform ation of a supenvisor. I subm itting a photocoay of 3 payokeck, you may redact
ot stion swch 23 pay, bemedt i atior, and Socia Security Nuw ber.

. Employment or other relationship to an endity that has registered or has applied to re gisterith the California GHe
cap andrade program or an extemal GHG ETS towhich Califormia has linked. Flease include the information
below:

O 4. 1am employed of Ihave a relationship with an enfity that has regitered or applied o register with the
Calfornia GHG cap-and-trade program or an estermal GHG ETS to which Calffornia has liked. | have
provided additional details on these relations hips in the table below

O 2. 1am not employed or I do not have a relationship with an entity hat has registered or applied to register
with the California SHG cap-andbade program o an sxtemal GHG ETS to which C aliformia has linked.

Revision: S27E012

Pagezof3

es you kave a relationski with by com pleling the additonal
2 your oo ot reed to idemtly any relzbonshins i the table

-Trade Entities

Relstionship Entity Addrass

copy documentation. For corrections and special circumstances, refer to
Section 3.3.2.

Pagedofa

me

vl piin copies 078 e cant bank Ratewent. & keiter i
 ora void check o an open bank acoount in youraame in
2 bank statearent, inbrmation suck 23 balance and

hbcumentation:

ration can be approved.

an three months before submittal. Ta notarize your Froof of
he notany publicwill describe each Proof of Identity Dosument
the Jurat. Onoe notarized, your Jurat and Proof of Identity

M o the address shown onthe User Registration Checklist,

e years constituting 2 felony in the United States.

kted infom ation helow.
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Proof-of-ldentity Form — Section 1.0

Items a. through h., in Section 1, of the Proof-of-ldentity Form, include a
description of the required information and the acceptable forms of
documentation that the individual must provide. Review each item and prepare a
copy of the required documentation.

STEP 1

STEP 2

STEP 3

Items a. through d. — name, date of birth, driver’s license or passport
number, and photographic evidence of your identity. All of these items
can be documented through one copy of a current passport, driver’s license,
or other government-issued ID card that includes an expiration date.

Item e. —residence address. If the documentation provided in STEP 1
above includes a current residence address and is not a passport, that
documentation can also be used to satisfy this item. You do not need to
make an additional copy.

NOTE: If you are an employee of a covered entity that has chosen to submit
the KYC documentation using Option 2, as described in Section 3.3.1, you
were provided the option of entering a business address for the primary
address in the CITSS. However, you must still provide hard-copy
documentation of your residence address in this portion of the
registration.

Item f. — employer name, address, and contact information. Acceptable
forms of documentation include an employment verification letter containing
the name and address of the employer, and contact information for a
supervisor, or photocopies of a recent paycheck with your employer’s name
and address clearly printed and contact information for a supervisor. If
submitting a photocopy of a paycheck, you may redact information such as
pay, benefit information, and Social Security Number.
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Figure 13 — Proof-of-ldentity Form (partial)

CITSS Proof of [dentity Form Fage 1 of3

C I TS S Compliance Instrument
Tracking Syetem Senvice
#3 Proof of Identity Form

Frint thizfom jpage) wsing your Amwser oot &evction. Aer pirtog, you showhd dose this windowstah (mot o Arowesen) do
etu o e GITE S goalication wiere you can seledt the pint nindows Brdhe Gheolilist Fome, User Regiztation Fomr, amd
Frood of ferdily Fom .

CITSS User Rference Code #:

“fou must complete this form and include the supporting document listed below and on the User Registration C hedilistto
receive access to CITSS, All document must be submitted in Englizh.

Section 1.0 Proof ofldentity D ocumentation:
“fou must provide documentation of the follawing to complete this Proof of [dentity Form:

“four name

“rour date of birth

“rour driver's license number (if Esued) oryour passport number Cif issued)

A government-isued document providing photographic evidence of wour identity

a o T

Accegtable B s of docus emtaior for fea = 2.0 include pholocopies of 2 valid dentity cam with ar
exaiabion debe (reledimg o drecs licerss), or pholocopies of 2 valid passoot.

&, Your primary resident addrass

Accegtabe B s of docouw emtaior for fea e, fmelude photocopies of 3 valid idemiy cand with an exaiation
date frelds daves Noares), vy obher gowema eni-ssued ey doous et comETivG Vou O S0y
Fouress, or &1y oter docuiw et that iz custor adly Focepied iv e Sl of Calibmiz 25 ewWdence of your
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f. “our employer name, address, and contact information

Accemtabe B s of docus emtaion for iew L irolude pholocopies of 3 recert pgavoheck with your em olo er
g e Fmd dess cleady aimted, of &7 e oloyn et verdoabion eiter comtaiming the naw e of the e ployer,
Fodress, rd comiaot infom Sior of 3 sypenison. M swbe g a photocooy of 3 paychenh, vou & 3y red a0t
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Proof-of-ldentity Form — Section 1.0 (continued)

STEP 4 Item g. — Identify whether or not you are employed by, or have a
relationship with, an entity that has registered or applied to register with
the California GHG Cap-and-Trade Program (Figure 13). Choose Option 1
if you are employed by or have a relationship with an entity that has
registered or applied to register with the California Cap-and-Trade Program or
an external GHG Emissions Trading System (ETS) to which California has
linked and will identify you as an account representative. Choose Option 2 if
this is not the case.

For purposes of this document, “employment” or “a relationship”
includes, but is not limited to, the following:

e employee (paid or unpaid position, internship, full or part-time,
individuals acting through temporary employment agency contracts,
independent contractors working exclusively to an individual or entity)

e contractor (any contract/consultant relationship)

e owner (any ownership interest in which the individual can exercise
control over the actions of the entity)

STEP 5 If you chose Option 1 in item g., complete the “Employment or Other
Relationship to Cap-and-Trade Entities” Table provided on the form to
provide additional details on all employment and relationships. If you need
additional space, provide the requested information on a separate piece of
paper stapled to the Proof-of-ldentity Form. Employment or a relationship
can be described using the titles identified in STEP 4, or other titles as
appropriate.

STEP 6 Item h. - An open bank account in the United States in your name.
Acceptable forms of documentation for item h. include photocopies of a
recent bank statement, a letter from the bank documenting an open bank
account, or a voided check from an open bank account in your name in the
United States. Information such as balance and transactions may be
redacted.
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Figure 14 — Proof-of-ldentity Form (partial)

CITSE Froof of ldertity Form Fage 1 of32
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#3 Proof of Identity Form
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FProof of fdenbly Fomt .

CITS% User Rderence Coda #:

‘ot miust complete this form and includ e the supporting documents keted balow and on the User Regietration Chedd st te
e ceive aooess to CITSE. Al dosuments must be submitted in Englizh,

9. Employment or olher reldionship to an entity that has registenad or hag applied to regstervith ®e California GHG
cape wnddt ade program or a0 external GHG ETS toshich Calonia has linked. Please nclede the information
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O 1. 1 am employed or Ihave a relationship wigh an entily that has registered or applied o regster with the
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with ke Calfenia GHG cap-andbade program of an exdeinal GHG ETS 1o wahich California has linked.

#yor sefecled qoio 1, your srugt ety dhe eahies you have 3 redatoviamio wdl by oowr pelieg Bre Fodnions!
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-0

Employment of Dther Redalionship 1o Cap-and-Tr»de Entities

By Legal or
“feur Manme Operating Hame Relstiornzhip Ertdy Address

h. Anopen bank gocount inthe United States in your mame
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Proof-of-ldentity Form — Section 2.0

STEP 7 Proof-of-ldentify documents must be notarized. To notarize Proof-of-
Identity documents, request a jurat from a notary public. The notary public
will describe each document on the jurat and attach the copies to the jurat.
Your documents must be notarized no more than three months before
submittal. (See Figure 14.)

Proof-of-ldentity Form — Section 3.0

STEP 8 Disclose any felony criminal convictions in the previous five (5) years.
Check the box under Section 3 on the Proof of Identity Form if you have
had any felony criminal convictions in the previous five (5) years. If you
have a felony conviction you must provide details of the conviction on the
fields in Section 3. If you have more than one conviction to disclose, provide
the requested information for all convictions on a separate piece of paper
stapled to the Proof-of-ldentity Form. (See Figure 14.)

Proof-of-ldentity Form — Section 4.0

STEP 9 Sign the Proof-of-ldentity Form. ARB recommends that you wait to sign
the form in front of the notary public.
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Figure 15 — Proof-of-ldentity Form (partial)

CITSS :rimn
#3 Proof of Identity Form
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retom bo Mre QITSS aopie slior wie e you et seled bhe prial wimbone debhe Checkliot Fome, Usee Seglsbrabion Fomt, aed
Froal of fdeakly Fomt.

CITSS User Reference Code

“rou must somplete this form and include the supporing desuments listed belows and onthe User Registration Cheddist to
fecgive 2aoess to CITSE, All deduments mustb e submated in English,

Section 2.0 Submittal of Proof of ldentity Documentation:

Wour decumenfation mustbe submited before your user registration can be approwved.,

Woyr decwme i dlion mustbe rotarized by a nolany no more than ®ires months befo re submattal, Te rotarze your Proof of
lderdity Dosumention, request 3 Jurat freem 3 polany public, The notans public will deseribe each Proof of [Sankity Decument
on the Jurat and attach the Proof of [dentity Documerntation te the Jurat. Once notarized, your Jwat and Proof of Idendity
documentation must ba mailed vedh yvour User Registration Form to the addeess shown onthe User Regisliralion Chedklist,

Section 3.0 Additional Reguired Information

Pleaze chédk the bod bebows, @ applic able,

O 1 have 2 criminal conviction during the previows fhie years constiuling afelony in the United States.

I your checked the bow shove, conplebe tre reguested iwomealon below.

Typa of Molation:

Jurisdiction:

fEEr:

Sectiond4 0 Signature

Pleas ¢ sign the Pooof of Mentity Formwhen complated.

Frirt Nama:

Signature:

Dizbe:
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3.3 Submitting the User Registration Documents

All forms and documentation must be submitted before your user registration will
be reviewed. The User Registration Checklist provides the address for submitting all
user registration forms and documentation to the California Registrar.

Covered and opt-in entities have two options available to their employees for submitting
the Registration Forms and KYC Documentation. All KYC documentation must still be
completed. If you are an employee of a covered or opt-in entity, you should review the
options with an authorized representative of the entity.

3.3.1 Proof-of-Identity Form — Know-Your-Customer Documentation Options for
Representatives and Agents of a Covered Entity or Opt-in Entity

Covered entities or opt-in covered entities (covered entity), as defined in section 95802
of the Regulation, have two (2) options for submitting the required KYC documentation
for employees registering in the CITSS to represent the covered or opt-in entity.

Option 1 - The covered entity may have their employees submit all documentation
(CITSS #1 User Registration Checklist, #2 User Registration Form, #3 Proof-of-
Identity Form, and notarized proof-of-identity documentation) directly to the
California Registrar.

Option 2 - The covered entity may accept all documentation (CITSS #1 User
Registration Checklist, #2 User Registration Form, #3 Proof-of-ldentity Form,
and notarized proof-of-identity documentation) from their employees, provided
the covered entity and each employee completes the following requirements:

1. Each employee must register in the CITSS and provide their date of
birth. Employees may provide the covered entity’s business address in
place of their primary residence address.

2. Each employee must also complete the Know-Your-Customer
Compliance Documentation with Individual Attestation Form.

3. Each employee must provide the following completed forms to the
covered entity: CITSS #2 User Registration Form; #3 Proof-of-ldentity
Form; notarized proof-of-identity documentation; and Know-Your-
Customer Compliance Documentation with Individual Attestation Form.

4. The covered entity must complete the Know-Your-Customer
Compliance Documentation with Covered Entity Attestation Form.

5. The covered entity must submit the following completed forms to the
California Registrar: the Know-Your-Customer Compliance
Documentation with Covered Entity Attestation Form, and each
employee’s original CITSS #2 User Registration Form and Know-Your-
Customer Compliance Documentation with Individual Attestation Form.

6. The covered entity shall retain each employee’s Proof-of-ldentity Form
and proof-of-identity documentation. ARB’s Executive Officer or his
representative shall be permitted, at any time, to review and audit the
documentation.

All forms and guidance are available on the ARB cap-and-trade webpage at:
http://www.arb.ca.gov/cc/capandtrade/markettrackingsystem/markettrackingsystem.htm.
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3.3.2 Proof-of-Identity Form — Documentation Does Not Match Electronic Data

If your name or address has changed and that change is not reflected on the
documentation provided, you can provide current information by completing the
processes described below.

Name Change

If your name has changed since your identification card, license, or passport was
issued, you can provide documentation in any one of the following three (3) ways:

1. If submitting a passport, provide the passport with your previous name, and a
copy of the marriage certificate or court order that documents the change to your
current name.

2. If submitting a driver’s license or ID card, provide a copy of your driver’s license
or ID card issued in your prior name and either:
e a copy of a temporary license (if issued) showing the new name, or
e a copy of the marriage certificate or court order that documents the change to
your current name from what was recorded.

Any certificate or court order that documents the change to your current name must be
issued by a government agency within the United States or a foreign jurisdiction that is
authorized to issue such documents. The document must be a dated, legible, and
unaltered copy showing the government seal, stamp, or other official imprint.

Address Change

If your residence address has changed since your current driver’s license or ID card
was issued, additional documentation that includes the individual’s name and the
current residential address will be needed to document your primary residence address.
Acceptable additional forms of documentation include:

e A copy of a utility bill from within the past three months Examples are: electricity,

gas, cable, or water bill from within the last three months. Balances may be

redacted (covered with a black mark) before copying.

A copy of your voter registration card.

A copy of a current federal or state tax return.

A copy of a current automobile registration.

A residential lease or rental agreement that indicates a current lease term. The

lease must be signed and dated by all parties. Dollar amounts may be redacted.

e A property deed for the individual’s current residential address. A property deed
can be either (1) a valid deed of trust for the individual’s property of current
residence that identifies the individual as a grantee of the trust, or (2) a valid
certificate of title issued by a licensed title insurance company that identifies the
individual as a title holder to his or her property of current residence.

Examples of documents that are NOT acceptable proof of residency:

¢ Hunting or fishing license
e Cellular phone hill

If you have any questions about completing the registration documents, please contact
the California CITSS Help Desk at (916) 324-7659 or CACITSSHelpDesk@arb.ca.gov.
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Completing CITSS Registration

3.4 Correcting Errors in Electronic Registration Data

If you discover that you have made an error in your online data entry, there are a few
ways to explain and document the difference and allow the California Registrar to
process your registration request.

If you entered an error in your data entry, you can correct this by completing any of the
three (3) options below (Figure 16):

1.

3.

On Form #2 (User Registration Form) that is printed from the CITSS, line through
any incorrect data, write in the correct information to the right, initial, and date the
entry. Do not obscure the original entry, only draw a line through it.

Complete a “CITSS User Registration Online Data Entry Supplement” available
in Appendix B and on the ARB CITSS web page at
http://www.arb.ca.gov/cc/capandtrade/markettrackingsystem/markettrackingsystem.htm.
Fill in only those fields to be corrected, sign, date, and include this form with your
packet of forms and hard-copy documentation.

Attach a signed and dated letter to your User Registration Form, describing the
data entry error and providing the correct data.

NOTE: The following are some commonly encountered errors:

Entering a business address as a primary address, instead of a residence
address.

Entering an error in birthdate by selecting a wrong date, month, or year from the
drop-down lists.

Entering a common name instead of legal name (example: data entry should
show “James” not “Jim”).
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Figure 16 — Forms Available to Make Corrections

CITSS User Registration Form

( : I I S S Comlisncs Instument
Tracking System Service

Page 10f4

#2 User Registration Form

Print this form (page) using your browser prinf function. After prinfing, you should close this window:%ab (not your browser) fo
retum fo the CITSS application where you can select the prin windows for the Checklist Form, User Registration Fomm, and

Froof of idenfity Form.

CIT55 User Reference Code # TMMNLIKLF4K4

This form presents the user registration information and the Terms and Conditions that you electronically accepted. You must
print, sign (an oniginal signature is reguired). and mail this form to the Jurisdiction Registrar slong with the notarized Proof of
Identity Form and documents. These documents will be rewiewed and matched with your electronic submission. If the

provided is ori orths Registrar cannot verify receipt of ll hard copy documents,

yeur user application wil be denied.
User Information Primary Residence
Salutation Street 1
First Name Robert 100 Myhouse Street
Middie Name Michae Street 2 w2
Last Hame Jones City Anytowm
Suffix State/Province California
Date of Birth 1085-02-0 Postal Code 8aoon
Job Title Manager Country United States
Organization Company A

9 pany Mailing Address

Department
Environmental Frograms
Telephone (example: 9163247853)

Streat 1
200 Business Avenus

ID-below.-Completionof this documentdoesnotguarantee-approval of the CITSSUser-
ID.-Ifthe-UseriD4s-approved, the CITSS userwill berequiredfo-enterallchanges-
documentedon thisforminthe CITSS systemwithina reasonable timefollowing User-
ID-approval.-Failureto complete the changeswithinthe CITSS systemwill-be cause for-
theUseriD{o-bedisabledy

CITSS-UserReference Code:- 1

UseriD:- 1

FirstandLastName-asenteredinthe CITSS: 1

Updatedinformation{enter-only-those-fields which-are {o-be-updated)y

Userdnformationy
Salutation—+ -+

Firsthame- -

MiddleName —»

LastMame-s —+

Suffixa — -+

DateofBirths —

Telephone- -

TelephoneExt. —»
Mobile Telephone—s
Fax-Number -

Emailh - -+

Correspondence-Language—»
1

N

=4 imimim cmia ;e iaiaca e

Physical-Addressy
Street! +
Street2 »
Citys —» -
State/Province —
PostalCodes —»
Country -
- 1

R A
e imie e e

Street 2 Suite 200
Telephone Ext 0o
City Downiown
Mobile Talephone 9163241111
State/Province California
Fax Number (example: ‘_
5163247639) Postal Code 20000
Email Country United States
rjones 1@
Email Lar) CITSS: iCITSS:¢
CITSS User-Registration | glaililﬁ-mmessi T
. " reet! +  +
Login Inf Online-Data-Entry-Supplement{] Strest? » 4 [
Jurisdicsy 1 Citys —+ =+ q
User ID Thisdocumentis-asupplementtothe CITSS-dataentryprovided onlineforthe- State/Province -+ - 1
referenced CITSS User identified by the unique CITSS UserReference Code and User- PostalCodes — - 1
User Refe) o [

Country -+ -

PrintName:» —

‘
=

4
=

Signature:— -
Datex &+ =+ 1

1
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3.5 User Registration Approval/Denial

Once the online portion of the User Registration has been successfully submitted and
the required hard-copy forms and documentation have been received and verified to be
complete, the California Registrar will review all submitted information and
documentation, and the User Registration will be either approved or denied.

You will not have access to the CITSS using the requested User ID and Password until
the registration is approved. ARB expects registration review to take approximately two
(2) weeks. Figure 17 is an example of the account disabled message that an individual
would receive if a user tries to log in to the CITSS prior to Registrar approval.

If you have not received any emails following submittal of online data or hard-copy
documentation, there may be a problem with the email submitted. Please contact the
California CITSS Help Desk at (916) 324-7659 or CACITSSHelpDesk@arb.ca.gov.

If you receive a notice that your registration was denied, please contact the Help Desk
for further information.

Before the CITSS Help Desk personnel can answer any questions on an individual
registration or an individual or entity’s account(s), you will be asked to verify your
identity through a series of questions based on the information in your registration.

Email - Email confirmation will be sent to the user after the California Registrar has
reviewed the submitted User Registration to notify the user of either approval or denial.

Figure 17 — Attempt to Login - Account is Disabled

‘ I I SS Compliance Instrument English - Francais
Tracking System Service

Sign In

Login
Home

User Registration | @ Your CITSS user account is presently disabled. Please contact the California Help Desk at 916-324-7659 if you have questions.

You must Login to the CITSS. In order to Login, you must have a User ID and a password. If you need to create a User ID and password, proceed to the User
Registration page.

| Your password is case-sensitive.

Notice: The CITSS is for use by authorized users. Use is monitored and/or may be restricted at any time. Confidential i ion may not be i or
used without authorization. Unauthorized or improper use of this system may result in administrative, civil, and/or criminal penalties. Use of this system,
authorized or unauthorized, constitutes consent to monitoring and information retrieval. By accessing this system you are acknowledging and consenting to
these terms and conditions. Leave this site immediately if you are not an authorized user or do not agree to the conditions in this notice.

* = Required field

User ID: *

Password:

Forgot password?
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4.0 Active CITSS Users

Once a User Registration has been approved by the California Registrar, the User may
access the CITSS. When you are notified of your approval, login to the CITSS to review
all the information you entered and update the user profile information, if necessary. If a
CITSS User is approved based on corrections made on the submitted hard-copy
documentation, the Registrar will not approve any account applications submitted by or
designating this User as a representative until the user registration information is
revised to match the hard-copy documentation.

An approved CITSS User can also apply for accounts on behalf of an entity or individual
that has authorized them to do so.

STEP 1 Access the CITSS using the links provided. Click on “Login” to display
the Sign-In page displayed in Figure 18.

STEP 2 Enter your User ID and Password to gain access to your User profile
and any of your associated accounts.

Figure 18 — CITSS Sign-In Page

3 English - Francais

Sign In
Login
Home You must Login to the CITSS. In order to Login, you must have a User ID and & password. If you need to create a User ID and password, proceed fo the User
User Registration Registration page

‘Your password is case-sensitive.

Notice: The CITSS is for use by authorized users. Use is monifored andfor may be restricted at any time. Confidential information may not be accessed or
used without authonization. Unauthorized or improper use of this system may result in administrative, civil, andfor criminal penalties. Use of this sysfem,
authorized or unauthorized, constitutes consent fo monitoring and information retrieval. By accessing this system you are scknowledging and consenting to
these terms and conditions. Leave this site immediately if you are not an authonzed user or do not agree fo the conditions in this nofice.

User ID:

Password:
Sign In

Forgot password?

Western Climate Initiative, Inc. (WCI, Inc.) is a non-profit corporation formed
o provide administrafive and technical services to support the
WCl, Inc

implementation of state and provincial greenhouse gas emissions trading ©2012 SRA Intemnational, Inc.
programs All rights reserved.
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4.1 User Home Page

After you have logged into the CITSS, a “Welcome to WCI CITSS” screen appears.
This page is your User Home Page. Your User ID appears on the upper right of the
screen (circled in Figure 19). To return to this screen from other pages, you can click
on this User ID or “Home” on the left navigation menu. From this screen you can
navigate to your user profile to verify or change data as needed.

The User Home Page displays the following in the boxes in the center of the page:
e Any accounts that the user is associated with as a representative or account
viewing agent
e Any pending and in-process account applications that the user has submitted
e Any pending account transfers that are awaiting action

The left-hand navigation list provides access to the following:
e “My User Profile” — the approved registration data for the individual

e “Account Registration” — to submit a new account application

e “Transfer History” — a history of all transfers from all accounts that this individual
is associated with as a representative or viewing agent

Click on “My User Profile” on the left navigation menu to access your user
profile.

Figure 19 — Welcome to WCI CITSS - User Home Page

CI I Ss T‘: nt English - Frangais - LOGGEDIN /3: mmason
s e Rt s,

Welcome to WCI CITSS
Log Out
My Accounts
< My User Profile Y
m Name S
Account Registration Name Number Status
Meg Mason General CA987-987 California Active | View \
Transfer History Atlanta Corp. Georgia Account Exchange Clearing CAQ88-988 California Active View
Holding (e ]
Charlottesville Virginia Account General CA989-988 California Active [ View |
Corp. =
Los Angeles Corp. California Account Compliance CA991-990 California Active | View |
Los Angeles Corp California Account General CA991-991 California Active | View |
1 2 3 HNext 1-5 of 15 records

Account Applications

You do not have any open account applications.

Pending Transfers

You do not have any pending transfers to review.

Western Climate Initiative, Inc. (WCI, Inc.) is a no )
formed to provide administrative and technical se
WCI, Ine implementation of state and provincial greenhouse gas emi L @ 2012 SRA Intemational, Inc.

trading programs. All rights reserved.
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4.2 User Profile
The “User Detail” screen (Figure 20) displays all of the current user information.

Review all data to verify what was entered during registration. This page can be
printed for your records but should of course be stored securely.

The first field under “Personal Information” is the User Reference Code that was
assigned at the time you registered. This code may be shared with others for
purposes of assigning you as a representative on entity accounts. This code will not
provide access to your personal information.

Under “Login Information.” Notice that the password and security questions are not
displayed; these are only known to the user. The fields will show your User ID, your
role in the CITSS (“User”), the status of your access (“Active”), the terms and conditions
you accepted (“CARB TERMS”), and the date you were registered.

The Representative Assignments box at the bottom of the page displays all
representative and viewing agent assignments for this CITSS user.

If any data needs to be revised, click on the Edit button next to the User Detail
Title.
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Figure 20 — User Detail Page (User Profile)

WCl,Inc. Francais - LOGGED IN AS: mma:

o

_— R You last logged into CITSS on: 2012-09-27 16:43:06 EDT
User Detail | toas

Edit ‘
Log Out h
Home This screen shows the current user information in the system. Users may press the Edit link at the top of the screen to make changes ta the information
My User Profile or to update their password. If the user has proposed a change to a field that requires Registrar approval, that field is identified with a *I". The change must
be approved by the Registrar before the change is final. Pending changes are listed in the right column. Ablank, pending change means the value was
Account Registration proposedto a blank value

Transfer History != Data requires jurigdiction approval before itis final

Personal Information

User Reference Code 6SSNFE3JFWBW
Salutation

First Name Meg

Middle Name

Last Name Mason

Suffix

Date of Birth 1962-10-18

Job Title Vice President
Organization Wega Power Corp.
Department Environmental Affairs
Telephone 5555554444

(example: 9163247659)
Telephone Ext.
Mobile Telephone

Fax Number 55656566555

(example: 9163247659)

Email mmason@megacorp.com
Email Language Preference English

Primary Residence

Street 1 14 Park Ave
Street 2

City New York
State/Province New York
Postal Code 10001
Country United States

Mailing Addreas

Street1 14 Park Ave
Street 2

City. New York
State/Province New York
Postal Code 10001
Country United States

Login Information

Jurisdiction California
UseriD mmason
Role(s) User

Status Active

Terms Accepted CARB TERMS
Date Registered 2011-10-01

Representative Assignments

Representative Type | Representative Legal Name perating Account Type Account
Status Name Number

Primary Account Active Meg Mason General CAD87-987 California
Representative
Alternate Account Active Atlanta Corp. Georgia Account  Exchange Clearing  CA988-988 California
Representaive Holding

Primary Account Active Charlottesville Virginia Account General CA989-988 California
Representative Carp.

Primary Account Active Los Angeles California Compliance CA991-990 California
Representative Corp. Account

Primary Account Active Los Angeles California General CA991-991 California
Representative Corp. Account
Alternate Account Active Jacksonville Florida Account Compliance CAD92-991 California
Representative Corp.
Alternate Account Active Jacksonville Flarida Account General CA982-992 California
Representaive Corp.
Primary Account Active Raleigh Corp. North Carolina Compliance CA993-992 California
Representalive Account
Primary Account Active Raleigh Corp. North Carolina General CA993-993 California
Representalive Account
Primary Account Active New York Corp. New York Compliance CA994-993 California
Representative Account

1 2 HNext 1-10 of 15 records

rporation
upport the

WCl,Inc implementation of state and provin s Intemational, Inc.
frading progr: S
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4.3 Updating a User Profile

If any of the information provided during registration changes, the User is responsible to
notify ARB and, if necessary, request approval of the changes. If you have been
identified as a representative on any compliance instrument accounts, the Cap-and-
Trade Regulation requires that the CITSS User provide updated information within 10
days of the change. You can enter proposed changes electronically (see Figure 21).

Fields with an exclamation point (!) require approval by the California Registrar before
the change can go into effect. The fields that do not have an exclamation point (!) can
be edited immediately without approval. Depending on the nature of the change and
the reason for the change, changes to information that was verified during the initial
registration may require new forms to be signed and new documentation to be
submitted.

Table 1 on page 44 indicates what fields require approval and in what circumstances
new or updated documentation will be required. Table 2 on page 45 identifies user
profile fields that cannot be changed or updated.

Upon review, the requested edits may be approved or denied. Until review is complete,
the initial data will be used for all actions in the CITSS, and the original email address
will be the email address for all correspondence. If for some reason the original email
address is disabled and you are unable to receive communication from the CITSS
through email until a new email address is approved, please contact the CITSS Help
Desk for assistance at (916) 324-7659.

A user is not allowed to move their CITSS User ID to another individual. In such a case,
the new individual will be required to register for a new CITSS User ID.

Email - An email will be sent to the CITSS User confirming that a change to
information was submitted. This email is generated to ensure that the individual intended to
submit a change to his or her user account.
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Figure 21 — Edit User Information Page

WCl, Inc

English - Francais - LOGGED INAS: jjenkins

CITSS

Log Out
Home
My User Profile

Account Registration

Edit User Information

This page allows users to edit their contact information. Asterisks (%) indicate required fields. After correcting the desired fields, press the Submit Changes
button at the bottom of the screen

Many fields can be updated immediately. For security p

poses, fields desigr d with an excl ion mark () require Registrar approval. When these fields

are changed and the Submit Changes button is pressed, these fields will be identified on the User Detail Screen indicating that there is a Pending change
The Registrar will email the user upon Approval/Denial of the proposed change.

| = Data requires jurisdiction approval before it is final

Personal Information

Salutation 1

First Name U5 Jemy

Middle Name 1 Joseph

Last Name 1% Jenkins

Suffix !

Date of Birth 1= [=]|October  [+][1990
Job Title rative Assistant
Organization Name Union Pacific
Organization Department Admin

Telephone Number © 5555551111

Telephone Extension

Mobile Phone Number ! 5555563333

Fax Number 5566552222

E-Mail Address 1" enkins@sradev.com
Correspondence Language -

Primary Residence

Street 1 1* W
Street2 ! W
City 1" Los Angeles
State/Province * | California [=]
Postal Code 'Y o
Country United States

Mailing Address

Use Primary Residence for =]

Mailing Address

Mailing Street 1 1% 50 Valley ViewRoad
Mailing Street 2 ! suteon
Mailing City 1" Stockton

Mailing State/Province * | Califoria [=]
Mailing Postal Code R
Country United States

Login Informaticn

Jurisdiction California

User ID Jjienkins

Role(s) User

Status Active

Terms Accepted CARB TERMS

Date Registered 2011-10-24

User Reference Code JKDF7RVEJSHR

Update Password
Current Password
New Password

Confirm New Password

Comments

Data Change Comment

Submit Changes
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Table 1. User Profile Fields That Can Be Changed or Updated

Field Required Registrar | Additional Documentation Required
Field Approval
Required
Personal Information

e Salutation N Y None if entry is a correction and existing

o Suffix KYC documents show corrected salutation
and/or suffix. If it's a name change, then
new, notarized KYC documentation is
required.

o First Name Y Y None if entry is a correction and existing

e Last Name KYC documents show corrected name.

If it's a name change, then new, notarized
KYC documentation is required.

¢ Middle Name N Y None if entry is a correction and existing
KYC documents show corrected name.

If it's a name change, then new, notarized
KYC documentation is required.

e Date of Birth Y Y No change allowed except for a correction,
in which case KYC documentation must
show birthdate as changed.

e Telephone Number Y N No approval or documentation required.
CITSS entry will be accepted on request.

¢ Job Title N N No approval is required. CITSS entry will

e Organization Name be accepted on request. To meet KYC

e Organization Department requirements, if there is a change in

« Telephone Extension employment, new documentation may be

e Fax Number requested by the Registrar.

e Mobile Phone Number N Y No documentation required. Change will

e Correspondence Language be approved by Registrar on request.

¢ E-Mail Address Y Y No documentation required. Following
verification by test email, change will be
approved by Registrar as requested.

Primary Residence Address

e Street 1 Y Y None if entry is a correction and existing

e City KYC documents show the corrected

¢ State/Province address. If a new address, new, notarized

e Postal Code KYC documentation is required.

e Country

e Street 2 (not required field)

Mailing Address

e Mailing Street 1 and Y Y No documentation required. Change will

e Mailing Street 2 be approved by Registrar on request.

¢ Mailing City

¢ Mailing State/Province

¢ Mailing Postal Code

e Country

Password

e Update Password Y N No registrar action, update completed by

User
California Environmental Protection Agency
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Table 2. User Profile Fields That Cannot Be Changed or Updated

Login Information NOTES

Jurisdiction Selected at initial registration; cannot be changed.

User ID User IDs are unique identifiers of the user record
and cannot be changed.

Role Assigned by the Jurisdiction Registrar; cannot be
changed.

Status Assigned and managed by Registrar as required.

Terms Accepted Indicates the Jurisdiction terms accepted,;
associated with Jurisdiction and cannot be changed.

Date Registered Record of initial registration date.

User Reference Code | User Reference Codes are unique identifiers of the
user record and cannot be changed.

California Environmental Protection Agency
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4.3.1 Updating a User Profile — No Approval Required

If you need to enter a change to the employment fields or your telephone extension, you
can immediately make that change by entering the new data in the CITSS (Figure 22).

STEP 1 Move the cursor to the field to be updated and enter the new data.

STEP 2 Enter a note regarding the reason for the change. This is not required but
is a recommended practice to help you track changes over time.

STEP 3 Click on “Submit Changes.”

STEP 4 Review the updated user profile. Two (2) entries will show that the
changes were proposed and have been made. At the top of the screen a
message indicates “User update successfully submitted.” This message will
be displayed when any change is successfully submitted. On the right side of
the screen, the most recent change submittal is described, showing status,
the date updated, and who made the update.

Email - An email will be sent to the CITSS User confirming that a change to
information was submitted. Even though the change does not require approval, this email is
generated to ensure that the individual intended to submit a change to his or her user
account.

California Environmental Protection Agency

Vol. | - Page 44 October 2012 ©E Air Resources Board



http://www.arb.ca.gov/

Active CITSS Users

Figure 22 — User Detail Page (update completed)

WCl,Inc

Log Out
Home
My User Profile

Account Registration

Personal Information

User Reference Code
Salutation

First Name

Middle Name

Last Name

Suffix

Date of Birth

Job Title
Organization
Department

Telephone
(example: 9163247659)

Telephone Ext.
Mobile Telephone

Fax Number
(example: 9163247659)

Email

eld that requi
BEETE Nsted

English - Frangais -« LOGGED IN AS: jjenkins

| = Data requires jurisdiction approval before it is final

Proposed Change Status
Updated Date

Updated By

JKOF7RVEJSHR

Jerry
Joseph

Jenkins

1990-10-16
Administrative Assistant
Union Pacific

Admin

5565551111

888
5665663333
5665652222

Jjienkins@sra-dev.com

You last logged into CITSS on: 2012-06-26 11:15:08 EDT

may press the Edit link at the top of the screen to make changes to the information. If the
=F " The change must be approved by the Registrar before
in the right column. A blank, pending change means the value was proposed to a blank value.

Cleared
2012-06-26
Jerry Jenkins
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4.3.2 Updating a User Profile — Approval Required

If you need to enter a change to any fields that are identified as requiring Registrar
approval, you can propose that change by entering the new data in the CITSS. The
change will not be effective until Registrar approval.

STEP 1 Click on the Edit button next to the User Detail title. The Edit User
Information screen is displayed.

STEP 2 Move the cursor to the field to be updated and enter the new data. You
can submit multiple changes at one time if necessary.

STEP 3 Enter a note regarding the reason for the change. This is not required but
is a recommended practice to help you track changes over time.

STEP 4 Click on “Submit Changes.

Review the updated user profile. On the right side of the screen, the most recent
change submittal is described, showing status, the date updated, and who entered the
update. The proposed changes that are still under review are listed to the right of the
current, approved data.

Most of the required data in the CITSS was verified with hard-copy documents during
initial registration and proposed changes to required fields may require documentation
to be submitted to support the requested change. The registrar staff will contact you
with a request for required documentation after reviewing your online request.

STEP 5 Submit any additional documentation requested by the California
Registrar.

Following Registrar approval, the new information will be shown in the User Profile.

Email - An email will be sent to the CITSS User confirming that a change to
information was submitted. This email is generated to ensure that the individual intended to
submit a change to his or her user account.

Email - The California Registrar will review the user data change and either approve
or deny the change. An email will be sent to the user indicating approval or denial of user
profile changes.
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Figure 23 — Edit User Detail page

English - Frangais - LOGGED IN AS: jjenkins

o T r rr

Log Out
Home
My User Profile

Account Registration

User Detail | ear |

You last logged into CITSS on; 2012-06-26 11:15:08 EDT

This screen shows the current user information in the system. Users may press the Edit link at the top of the screen to make changes to the information. If the

user has proposed a change to a field that requires Registrar approval, that field is identified with a

" The change must be approved by the Registrar before

the change is final. Pending changes are listed in the right column. A blank, pending change means the value was proposed to a blank value.

I = Data requires jurisdiction approval before it is final

|. Personal Information

Vol. | - Page 47

User Reference Code JKDF7RVEJSHR
Salutation

First Name Jerry

Middle Name Joseph

Last Name Jenkins

Suffix

Date of Birth 1990-10-16

Job Title Administrative Assistant
Organization Union Pacific
Department Admin
Telephone 5556651111

Proposed Change#a Pending

Updated Date 2012-06-26
Updated By Jerry Jenking
Mr. !

October 2012
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4.4 User Profile = User IDs and Passwords

CITSS Users must have their User IDs and passwords to access the system. User IDs
and passwords should be kept confidential and never be shared with another
individual.

4.4.1 User IDs

User IDs cannot be changed in the CITSS. User IDs can only be used once in the
CITSS. If your registration was denied or an active registration was disabled, you
cannot apply for a new registration using the same User ID. The User ID is printed on
all forms generated from the CITSS. ARB recommends that each User keeps a copy of
their CITSS forms in a secure location in case they need to retrieve information such as
a User ID. If you forget your User ID and do not have access to your forms, you can
contact the CITSS Help Desk for assistance.

4.4.2 Changes to Passwords

User passwords are known only to the User and can only be changed by the User.
ARB staff does not have access to a User’s password and cannot retrieve it for them.
If a User forgets their password but can verify their identity through their security
guestions, the CITSS can provide a temporary password for their use to reset the
password (refer to Section 4.4.3 for further directions). It is recommended that
passwords be changed regularly as a security measure. The CITSS will require that
each user change their password every 60 days. Users can change their password by
following the process described below (see Figure 24):

STEP 1 From the User Home Page, click on My User Profile to access the User
Detail Page.

STEP 2 On the User Detail page, click on the Edit button next to the User Detail
Title and scroll down to the lower portion of the page, to the section
with the header “Update Password.”

STEP 3 Enter the current password.

STEP 4 Enter a new password and enter the new password again in the
Confirm New Password field.

STEP 5 Enter a data change comment if you wish.
STEP 6 Click on “Submit Changes.”
The changes take effect immediately — no approval is required.

Email - An email will be sent to the CITSS User confirming that a change to information
was submitted. Even though the change does not require approval, this email is generated to
ensure that the individual intended to submit a change to his or her user account in the CITSS.
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Figure 24 — User Detail - Updating User Login Information

Legin Information
Jurisdiction

User ID

Rola{s)

Status

Terms Accepted
Date Registered

User Reference Code

Update Password
Current Password
New Password

Confirm New Password

Comments

Data Change Comment

[ Submit Changes |

Cakfornia
Jsmith4CA,

User

Acliva

CARE TERMS
2012:08-15
KISEIVWLSIMT
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4.4.3 Lost Password

In the event that a user forgets their password, they can be issued a temporary
password that will provide temporary access into the CITSS, at which time the user will
have to establish a new password.

STEP 1 Click on “Forgot Password” on the CITSS Login page.
The page illustrated in Figure 25 below will be displayed.

STEP 2 Enter your User ID and the email address that was provided with the
User Registration. The temporary password can only be sent to the email
address previously entered by this user. If you do not have access to this
email address or have forgotten the email you registered, you must call the
California Help Desk at (916) 324-7659 for assistance.

The page illustrated in Figure 26 will be displayed.

STEP 3 One of the security questions you selected at registration will be
displayed. Enter the answer you provided at registration. See
Figure 27. Answers are case sensitive.

If the security question is answered correctly, a temporary password will be sent to
the email address provided. This password is valid for 24 hours; during that time you
must log in to the CITSS and change your password through the edit feature on the
User Detail page. Emails will also be sent to the user for any password resets.

If you answer incorrectly, a different question will be displayed. If you answer all
three (3) questions incorrectly, your user access will be disabled, and you will need
to contact the CITSS Help Desk for assistance. If a user account is disabled, an email
is sent to the user informing them that the access is disabled due to a failed login
attempt.
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Figure 25 — CITSS Sign-In Page

English + Francais

WCl, Inc

Sign In

Login

Home You must Login to the CITSS. In order to Login, you must have a User ID and a password. If you need to create a User ID and password, proceed to the User
User Registration Registration page.

Your password is case-sensitive.

Motice: The CITSS is for use by autharized users. Use is monitored and/or may be restricted af any time. Confidential information may not be accessed or
used without autherization. Unauthorized or improper use of this system may result in administrative, civil, andfor criminal penalties. Use of this system,

authonized or unauthonzed, constitutes consent to monitaning and information retrieval. By accessing this sysfem you are acknowledging and consenting to
these terms and conditions. Leave this site immediately if you are not an authorized user or do not agree to the conditions in this notics.

* = Required field

User ID: *

Password:

English - Francais

Request Password - Provide User ID and Email

Login

Home You may reset your password using the security gquestions and responses provided when you completed the security questions during user registration. In
User Registration order to complete the reset process, you must answer the security question correctly. If you answer the question correctly, a temporary password will be
emailed to you. If you answer the security guestion incorrectly three times, your CITSS user 1D will be locked. If you are unable to reset your password or your
CITSS user ID has been locked, you should contact the Help Desk for your jurisdiction.

California Help Desk: Quebec Help Desk:
Email: CACITSSHelpDesk@arb.ca.gov Email: spede-bce@mddep.gouv.ge.ca
Phone number: 916-324-7659 Phone number: 418-521-3868, poste 4681

| Continue

Figure 27 — Request Password —Security Questions

WCl Inc English - Francais

Request Password - Answer Security Question

Login
Home You may reset your password using the security questions and responses provided when you leted the security ti during user registration. In
User Registration order to complete the reset process, you must answer the security question correctly. If you answer the question correctly, a temporary password will be

emailed to you. If you answer the security gquestion incorrectly three times, your CITSS user ID will be locked. If you are unable to reset your password or your
CITSS user ID has been locked, you should contact the Help Desk for your Jurisdiction.

* = Require

Question In what city does your nearest sibling live?

Answer

|. Continue ]
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Appendix A

To ensure access to current versions of all forms, this appendix provides links to all
forms.

User Registration Forms

User Registration Forms:

User Registration Checklist ™

User Registration Form

Proof-of-ldentity Form

Know-Your-Customer Compliance Documentation with Covered Entity
Attestation Form

e Know-Your-Customer Compliance Documentation with Individual Attestation
Form

California Environmental Protection Agency
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CITSS User Registration
Online Data Entry Supplement
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CITSS User Registration
Online Data Entry Supplement

This document is a supplement to the CITSS data entry provided online for the
referenced CITSS User, identified by the unique CITSS User Reference Code and User
ID below. Completion of this document does not guarantee approval of the CITSS User
ID. If the User ID is approved, the CITSS user will be required to enter all changes
documented on this form in the CITSS system within a reasonable time following User
ID approval. Failure to complete the changes within the CITSS system will be cause for
the User ID to be disabled.

CITSS User Reference Code:

User ID:

First and Last Name as entered in the CITSS:

Updated Information (enter only those fields which are to be updated)

User Information
Salutation

First Name
Middle Name
Last Name

Suffix

Date of Birth
Telephone
Telephone Ext.
Mobile Telephone
Fax Number
E-mail
Correspondence Language

Physical Address
Street 1

Street 2

City
State/Province
Postal Code
Country

California Environmental Protection Agency
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Mailing Address
Street 1

Street 2

City
State/Province
Postal Code
Country

Print Name:
Signature:
Date:
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