- Regulation Analysis

Resolution: 94-67 _
Subject:  Amendments fo Regulations Kegarding
- On-Board Diagnostic Systems

LG SR OTECTION: : :

This amendment states that computer coded operating v?mmem will not be changeable
without the use of specialized tools and procedures. With the approval of an Executive
Officer, manufactusers may be exempt from this requirement for specific products that are
unlikely 1o require proteciion. ' '

Manufaceurers using reprogramrmable computer code systems, ie., EEPFROM, must
egggloy Froven methods which deter unavthorized reprogreraming, Beginming with the

1999 madel year, manufacturcrs shall include eghanced wmpér proection methods ,
including data encryption using Ways to secure the encryption algosithm, and write-protect
features requiring electronic aceess to an of-sie computer maintained by the manufactorer.

Eotenal Impact on ASC Members:

The main concem to ASC members would be the possibility of aflermarket manufacturcrs

from having reduced access to information necessary 10 build 100ls and aftermarket parts to

diagnose and repair avtosnobiles. ARB 5taff confirmed that this amendment does not

mﬁz;tha Umit the access of independent repair facilities to TECESSATY IeProgramming
ofmafion. .

With respect to "unauthorized Fepro ing," as long as the roing software used
by the independent dealer meers AR%%OD standards, they will in no way be restricted
access. This provision only prohibits the use of emissions programs not certified by the

The reference 10 "off-site” computer refers 1o 2 Host' computer of the manufacturer which
2CTs as a link between the reprogramming software and the vehicle computer. ATl sofrware
would be encrypted and a security system would be in place 1o make sure that the
‘algorithms are not tampered with. More importently, however, efforts should be taken to
ensure that xo independent can be danied access o reprogramming software and the host
compuiers, and an appeals process throngh ARB should be established for such denals.

such as “on a contracmal basis” and “at ressonable cos¢” should be included.
(2) “Allindependents” should be included if dealers get it,
(3) Develop an appeals procass for EEPROM denfal,



TOTAL P.83

- Some issues between OEMSs and the aftermarket Industry ma; re?}étre discossion to resolve
concerns. The ARB Is.holding 2 series of workshops begin bruary 7in El Monte to -
discuss strategies for dealing with these Issues (sce attached). If you are interested in . )

- auending, contact the ARB {n El Monte at (818) 575-6800. _ : '
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